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1 SCOPE

This document stipulates and defines the system hardware architecture and data structure of the Video Display Unit B3 System (abbreviated as VDUB3 hereafter). It includes the system hardware architecture, internal data structure, interface data exchange model and hardware performance assessment.

The design shall be complied with the requirements specified in the document Video SSRS REQ-328-JH-0005-A_REV_3 <Vision System Requirement Specifications> dated on 5 Nov. 2021.

1.1 Identification

This design document defines the system hardware architecture, system data structure, interface data exchange model for:

Video Display Unit B3
Hereinafter also being referred to as VDUB3.

The objective of this document is to provide the design guideline in the actual design, development, prototyping phase. The guideline proposed hereafter should be implemented in the system design on mechanical / circuit / PCB / software / interfaces aspects.

1.2 System Overview

VDUB3 is a Video Display Unit designed for local situation awareness (LSA), closed hatch driving (CHD) and respective interfacing capabilities, as specified in the document Video SSRS REQ-328-JH-0005-A_REV_3 <Vision System Requirement Specifications>.
Table 1.
Vision System Requirement Specifications
	S/N
	DESCRIPTION
	STATUS
	VERIFICATION METHOD
	VERIFICATION DOCUMENT
	SRS REF

	1
	STATES & MODES REQUIREMENTS
	 
	 
	 
	 

	1.1
	Configuration
	 
	 
	 
	 

	1.1.1
	DAY DRIVING MODE: Rear view of the vehicle will show on the VDU
NIGHT DRIVING MODE: Driver can pull down the VDU and switch to TI mode, where the video feed from the front TI will be shown on the VDU. The driver may choose to turn off the IR illuminator during tactical operations
REVERSE MODE: VDU will automatically switch to show video feed from the rear far camera (default) or rear near camera
	 
	Test (T)
	Acceptance Test Plan (ATP)
Acceptance Test Report (ATR)
	 

	1.2
	Operational State (vehicle power on)
	 
	 
	 
	 

	1.2.1
	The Video Display Unit (VCU) and Vehicle Display Unit (VDU) shall turn on when the vehicle is powered on. 
The VCU shall supply 12VDC power to the cameras, which shall also turn on. 
The VCU shall receive SDI video from the cameras and weapon video system and process the video signals and overlay any necessary on-screen display (OSD) information. The VCU shall then output the resultant video signal in HD-SDI format to the VDU and to the C2 computer systems. 
The IR illuminator shall be controlled by function buttons on the VDU. 
	 
	Test (T)
	Acceptance Test Plan (ATP)
Acceptance Test Report (ATR)
	 

	1.2.2
	The Vision System shall provide capacities such as night driving, situational awareness of the external environment and weapon vision to the driver and crew stations
	 
	Test (T)
	Acceptance Test Plan (ATP)
Acceptance Test Report (ATR)
	 

	2
	FUNCTIONAL & PERFORMANCE REQUIREMENTS
	 
	 
	 
	 

	2.1
	The vision system shall automatically turn on when the vehicle is powered
	 
	Test (T)
	Acceptance Test Plan (ATP)
Acceptance Test Report (ATR)
	 

	2.2
	Common video connector type and pin configuration shall be adopted to enable a common video data connection
	 
	Inspection (I)
	Certificate of Conformance
	 

	2.3
	The latency incurred for video processing, formatting and distribution shall not affect real time driving and weapon engagement performance (<150ms total) 
	 
	Test (T)
	Acceptance Test Plan (ATP)
Acceptance Test Report (ATR)
	 

	2.4
	For the VCU requirements, please refer to the "VCU" tab
	 
	 
	 
	 

	2.5
	For the VDU requirements, please refer to the "VDU" tab
	 
	 
	 
	 

	2.6
	For the TI requirements, please refer to the "TI" tab
	 
	 
	 
	 

	2.7
	For day cameras requirements, please refer to the "Day Cameras" tab
	 
	 
	 
	 

	2.8
	For the IR illuminator requirements, please refer to the "IR Illuminator" tab
	 
	 
	 
	 

	3
	EXTERNAL INTERFACE REQUIREMENTS
	 
	 
	 
	 

	3.1
	Mechanical
	 
	 
	 
	 

	3.1.1
	The vision system components housed within the vehicle (VDU and VCU) shall have an IP rating of IP65 minimum. 
The vision system components mounted on the exterior of the vehicle (TI, rear cameras, and IR illuminator) shall meet IP66 minimum. 
	 
	Test (T)
	MIL-STD 810G Test report
	 

	3.2
	Electrical
	 
	 
	 
	 

	3.2.1
	The Vision System components shall be fully functional within the operational limits of MIL-STD 1275E 
	 
	Test (T)
	MIL-STD 1275E test report
	 

	3.2.2
	The Vision System components shall have built-in protection against reverse polarity
	 
	Test (T)
	ATP test report
	 

	3.2.3
	All harnesses shall be of rugged construction and the wire terminations are to be made of high quality connectors with excellent resistance to damage from maintenance activity
	 
	Inspection (I)
	Certificate of Conformance
	 

	3.2.4
	Video output connector on the VCU shall conform to the Def-Stan 23-09 Ethernet Data Network Connector standardisation:
Single channel Ethernet connectors at interface panel shall be of type MIL-DTL-38999 Series III Rev L Amdt 1(07/2009), D38999/XXαB35SA
	 
	Inspection (I)
	Certificate of Conformance
	 

	3.2.5
	All SDI video signal contacts shall use coaxial contacts. All HD-SDI contacts shall be size 12, using 603039 and 603052 for coaxial pins and sockets respectively. 
	 
	Inspection (I)
	Certificate of Conformance
	 

	3.3
	Hydraulic
	 
	 
	 
	 

	3.3.1
	Not applicable
	 
	 
	 
	 

	3.4
	Software
	 
	 
	 
	 

	3.4.1
	The software shall be compliant to MIL-STD 882E
	 
	Test (T)
	SWAT  test report
White box  test report
Black box  test report
	 

	3.4.2
	Any customization to the existing Off-the-shelf system to meet STELS requirements is preferred not to have any change to the system’s original software code. Change of parameters is allowable.
	 
	Test (T)
	 
	 

	4
	ENVIRONMENTAL REQUIREMENTS
	 
	 
	 
	 

	4.1
	All tests shall meet EQT and ESS requirements
	 
	Test (T)
	MIL-STD 810G Test report
	 

	4.1.1
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	5
	EMI & EMC and POWER REQUIREMENTS
	 
	 
	 
	 

	5.1
	Contractor shall fulfill the Ebox meet the MIL-STD-461F
	 
	 
	 
	 

	5.2
	[image: image10.emf]R&M Requirements 
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17Nov2020.pdf

Refer to EMI EMC requirements documents





	 
	Test (T)
	MIL-STD 461F Test report
	 

	5.3
	Contractor shall fulfill the Ebox meet the MIL-STD-1275E
	 
	 
	 
	 

	5.4
	[image: image11.emf]ILS Requirements 

for RFQ (Draft) 

17Nov2020.pdf

Refer to Power requirements documents





	 
	 
	 
	 

	6
	PHYSICAL REQUIREMENTS
	 
	 
	 
	 

	6.1
	Hardware dimension(s)
	 
	 
	 
	 

	6.1.1
	Refer to each component's tab for its specifications
	 
	Inspection(I)
	Certificate of Conformance
	 

	6.2
	Hardware Weight(s)
	 
	 
	 
	 

	6.2.1
	Refer to each component's tab for its specifications
	 
	Inspection(I)
	Certificate of Conformance
	 

	6.3
	Paint
	 
	 
	 
	 

	6.3.1
	The components, which require painting, shall be prepared and painted in accordance with ME-TG-2020-004
	 
	Inspection(I)
	Certificate of Conformance
	 

	6.3.2
	The painting shall be done using heat resistant and fire retardant type paint.
	 
	Inspection(I)
	Certificate of Conformance
	 

	6.3.3
	All slding parts and operation contact surfaces shall be free of paint.
	 
	Inspection(I)
	Certificate of Conformance
	 

	6.3.4
	The quality of the painting work shall meet the military or industrial requirements in terms of thickness, homogeneity and adhesiveness.
	 
	Inspection(I)
	Certificate of Conformance
	 

	7
	RESOURCE
	 
	 
	 
	 

	7.1
	The Vision System Components shall meet IPC 610 and IPC 620 Class 3 product acceptance criteria
	 
	Inspection(I)
	Certificate of Conformance
	 

	8
	SAFETY REQUIREMENTS
	 
	 
	 
	 

	8.1
	All material used in the construction of the Vision System Components shall be fire retardant
	 
	Inspection(I)
	Certificate of Conformance
	 

	9
	SYSTEM SECURITY
	 
	 
	 
	 

	9.1
	Refer to cybersecurity documents (Pending for Attachment)

Conformance to ISO 28000

	 
	 
	 
	 

	10
	RELIABILITY REQUIREMENTS
	 
	 
	 
	 

	10
	RELIABILITY & MAINTAINABILITY REQUIREMENTS
	 
	 
	 
	 

	10.1
	[image: image12.emf]QA-MQ__M-SQ-
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	10.2
	Minimum Guaranteed MKBF/MTBF of 

Refer to MTBF figures on individual tabs
	 
	 
	 
	 

	11
	ILS REQUIREMENTS
	 
	 
	 
	 

	11.1
	[image: image13.emf]Adobe Acrobat 

PDFXML Document

Refer to ILS documents






	 
	 
	 
	 

	12
	TRANSPORTABILITY
	 
	 
	 
	 

	12.1
	Refer to Supplier Quality Requirement document on Other Qualities (No 13.1)
	 
	 
	 
	 

	12.2
	Refer to ILS Requirement document on ILS Requirements (No 11.1)
	 
	 
	 
	 

	12.2
	Refer to ILS document
	 
	 
	 
	 

	13
	OTHER QUALITIES
	 
	 
	 
	 

	13.1
	[image: image14.emf]ESS Test Profile

Refer to Supplier Quality Requirement document






	 
	 
	 
	 

	13.2
	The contractor shall provide a 12 months warrany against manufacturer defeats and workmanshop with the option of 2 yeas extension.
	 
	 
	 
	 

	13.3
	The contractor shall provide a Certificate of Conformance(COC) and test reports.
	 
	 
	 
	 

	13.4
	Unless otherwise specified in the contract/purchasing order or applicable
drawing, the workmanship and acceptance requirements for the manufacturing
of Printed Circuit Board (“PCB”) shall conform to the requirements specified in
IPC-A-600, Class 3 product acceptance criteria. 
	 
	 
	 
	 

	13.5
	Unless otherwise specified in the contract / purchasing order or applicable
drawing, the workmanship and acceptance requirements for the manufacturing
of electrical and electronic assemblies shall conform to the requirements
specified in IPC-A-610, Class 3 product acceptance criteria.
	 
	 
	 
	 

	13.6
	Unless otherwise specified in the contract/purchasing order or applicable
drawing, the workmanship and acceptance requirements for the manufacturing
of cable and wire harness assemblies shall conform to the requirements in
IPC/WHMA-A-620, Class 3 product acceptance criteria
	 
	 
	 
	 

	14
	Export Control
	 
	 
	 
	 

	14.1
	Supplier should indicate if Export Control (EUC / EUS) is required
	 
	 
	 
	 


The VDUB3 box external connection diagram is illustrated in figure 1 below.
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Figure 1.
System Architecture, VDUB3 External Connection Diagram.

1.3 Document Overview

The contents of this document is divided into following six chapters:


Chapter 1.
Identifies and describes the specified system

Chapter 2.
Lists definition of terms and relevant abbreviations contained in this document and all referenced documents.


Chapter 3.
Specifies all requirements of system.
Chapter 4.
Design & Quality Assurance (QA) considerations. 


Chapter 5.
Assign delivery preparations.


Chapter 6.
Contains additional product features.

2 Definitions, abbreviations and referenced documents

2.1 Definitions

The following definitions are used in this document:

· Failure:
A failure is defined as the instantaneous termination of ability of an item or equipment to perform its required function.

· Growth Potential:
As an option, but can be realized if a considerable development effort has been undertaken.

· LRU:
A Line Replaceable Unit (LRU) is a hardware that may be subject to replacement at one of the maintenance echelons. A LRU may be a repairable assembly/subassembly or a piece of part/component.

· Option: 
Options are functions or units, which can be selected as an alternative or additionally.

· Typical value: 
Corresponds to the performance value achieved in 50% of the cases.

· Validity of the performance Data: The performance data of VDUB3, within the entire working envelope and under operating environmental conditions as specified in the document. Any exception will explicitly be stated.
2.2 Abbreviations

The following abbreviations are used in the document:

· VDUB3: 
Video Display Unit for B3 project, box.

· PCB:
Printed Circuit Board.

· BIT:
Built in test.

· MMI:
Man-Machine Interface.

· LRU:
Line Replaceable Unit.

· N/A:
Not Applicable.

· GTP:
Gunning Transceiver with low Power.

· PS:
Power Supply.

· DC:
Direct Current.

· AC:
Alternative Current.

· MTBF:
Mean Time Between Failure.

· MTTR:
Mean Time To Repair.

· PA:
Point Availability.

· QA:
Quality Assurance.

· TBD:
To Be Defined.

· ATP:
Acceptance Test Plan.
· CPU:
Central Processing Unit.
· MC:
Micro-Controller.
· ADC:
Analog-to-Digital Converter.
· DAC:
Digital-to-Analog Converter.
· FPGA:
Field Programmable Gate Array.
· SDI:
Serial Digital Interface for SMPTE video transmission.
· RAM:
Random Accessible Memory
· DDR3 SDRAM:
double data rate type three synchronous dynamic random access memory
· SD:
Standard Definition.
· NV:

Non-Volatile.
· DDP:
Driver's Display Panel.
· LSA:
Local Situation Awareness.
· HD:
High Definition.
2.3 Applicable Documents
The Following documents are applicable for the project VDUB3:

[1]. STANAG 2895
Extreme climatic conditions and derived conditions for use in design/test criteria for NATO force.           Material.

[2]. MIL-STD-810G
Test Method standard for Environmental Engineering Considerations and laboratory Test. 

[3]. MIL-STD-961D
Department of Defence Standard Practice, Defence Specifications. 



       Material.

[4]. MIL-STD-461F
Electromagnetic Emission and Susceptibility Requirements for control of Electromagnetic Interference. Material.

[5]. MIL-STD-1472D
Human Engineering Design Criteria for Military System, Equipment and Facilities.


           Material.

[6]. MIL-HDBK-454
General Guideline for Electronic equipment.

[7]. ISO-9001
Quality System Model for Quality Assurance in Design, Development, Production, Installation and Servicing.

[8]. MIL-HDBK-217
Reliability Prediction for Electronic System 

[9]. MIL-HDBK–338
Reliability Handbook.

[10]. MIL-STD-1629
FMECA Handbook.
[11]. MIL-STD-882E
Department of defence standard practice, system safety.
[12]. MIL-STD-498
Software development and documentation

[13]. MIL-STD-1275E
Characteristics of 28 Volt DC Electrical Systems in Military Vehicles.
[14]. IEC-61000-4-2 
International Standard Testing and Measurement Techniques.
[15]. MIL-STD-831
Test Reports Preparation.
[16]. MIL-STD-1686 
Electrostatic Discharge Control Program for Protection of Electrical and Electronic Parts, Assemblies and Equipment.
[17]. MIL-STD-188-124 
Grounding, Bonding and Shielding for common long haul/tactical communication system including ground base communication, electronic facility and equipment.
3 System Hardware
In this chapter, the system electronic / data / mechanical architecture would be defined. The system shall be built to fulfil the requirements.
3.1 System Definition

The system shall be designed with the functional modules illustrated as in below figure 2.
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Figure 2.
VDUB3 System functional modules block diagram

The basic features / components / sub-systems diagram in Figure 2 shows the VDUB3 box may consists of:

i) Main PCB, which connects external I/Os and internal circuitry
· Connection to external panel connectors for

· 1x HD-SDI + 3x HD/SD-SDI(optional) input, with input conditional circuit to Video Processing module.

· 1x GbE PHY driver between external panel connector and video processing module.

· 1x RS422 serial port drivers between the video processing module.

· 9x DI between push buttons and the video processing module.

· LVDS and USB2.0 connection between LCD and the video processing module.

· 1x DC/DC module, convert the vehicle power supply for internal use, 12VDC@30W

· Connection with video processing module

ii) Video Processing module, SoM PCBA based on Xilinx UltraScale MPSoC.
The 2 functional modules are designed to be placed in one metal housing box with integration of external connectors / functional PCBs / software. The VDUB3 box shall be designed for:
1. Use within a ground mobile environment

2. Fast set-up in a vehicle deployment

3. Input 4x channels of SDI SMPTE digital video streams (up to HD-SDI).
4. Capability to detect the existence of input video signals in 3 above.
5. Display video on LCD in low latency.
6. Generate OSD upon request. 
7. Screen tuning for brightness, contrast, colour upon button operation.
8. Transmit/receive command via RS422 upon button operation. 
9. H.264/H.265 video streamer based RTP for 8 encoders and 8 decoders. (optional)
10.   Video stitching upon request. (optional)
11. Video fusion upon request. (optional)
12. Motion detection upon request. (optional)
13. Automatic failure detection and localisation (BIT)

14. High failure detection and localisation probability

15. Operational reliability

16. Operational safety

17. High reliability, even under adverse conditions

18. Low MTTR

19. Optimal cost / performance ratio

20. Low life cycle costs

21. Minimal personnel requirements for operation and maintenance

22. In-system programmable in engineering mode.

23. In-system configuration in Engineering mode.

24. Engineering support for user application development.

3.2 VDUB3 data / control overview
The VDUB3 performs to process the incoming video signals, and display on LCD with OSD.  The data / control illustrated in figure 3 below.
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Figure 3.
Data / control information Structure of VDUB3

3.3 System Architecture Overview

Based on the system data / control, I/O model and functional requirements specified in previous chapters. An overall structure of the system is developed as below.
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Figure 4.
VDUB3 System architecture

As in above figure, the system is designed within an Aluminium housing, with external heatsink. The box thermal design is using thermal fins, fanless cooling.
· The SoM UltraScale MPSoC PCBA, which is directly mounted onto the rear cover of the VDUB3 Box, functions as video processing module in figure 4. It is a video processing module, with GbE, Serial I/O.
· Main PCBA, is a mother board for SoM MPSoC PCBA. There is a EMI fitter module and a DC/DC module in figure 4. It provides +12VDC @30W for internal use. The PCBA also contains the drivers for SDI input, GbE, RS422/RS232, LVDS, USB2.0, DIOs etc.

· Internal harness IH1/IH2/IH3/IH4/IH5/IH6.

· 7" 1920 x 1080 Touch Screen LCD.

· 9 push buttons.

3.4 SoM UltraScale MPSoC PCBA
It contains a MPSoC of Quad-core ARM® Cortex-A53 and Dual-core Cortex-R5 Real-time Processors Combination of Mali-400 MP2 GPU and 16nm FinFET+ Programmable Logic Integrated H.264 / H.265 video codec, codec up to 4Kx2K (60fps) video.
3.4.1 Hardware features of SoM UltraScale MPSoC PCBA
Table 2.
Major features / parameters of SoM MPSoC PCBA (ACV4EV-Teamone)
	SN
	Feature
	Description
	Parameters

	1
	Core CPU
	Quad ARM Cortex A53
	Main Frequency 1.2GHz

	
	Real-time MCU
	Dual ARM Cortex- R5
	Clock 500 MHz

	2
	PS RAM
	DDR4 512M x 64 Bit
	2400Mbps

	
	PL RAM
	DDR4 512M x 16 Bit
	2400Mbps

	3
	GPU 
	Mali-MP-400 MP2
	667MHz 

	4
	Speed Grade
	FPGA clock
	-1

	
	Working Temperature
	Industrial Grade
	-40°C ~ +85°C

	5
	PS side high speed connection
	PCIe Gen2 x4
	500Mbyte/s/lane x 4 lanes

	
	
	USB3.0 x2
	2.5Gbps / port x 2 ports

	
	
	SATA x 1
	SATA3.1

	
	
	Display port x1
	DisplayPort

	
	
	GbE
	4x Tri-mode GbE

	6
	FPGA Logic cells
	192k cells
	87.8k LUTs

	
	FPGA RAMs
	Distributed RAM
	2.6Mbits

	
	
	Block RAM
	4.5Mbits

	
	
	UltraRAM
	13.5Mbits

	
	FPGA clock
	Global Clock
	4

	
	FPGA DSP slices
	DSP slices
	728

	7
	EMMC flash
	Program/data storage
	8GBytes

	8
	QSPI flash
	FPGA user data storage
	256MBytes

	9
	Video CODEC
	H.264/265 CODEC
	8x encoder + 8x Decoder

	10
	PL GTH Transceiver
	GTH transceiver
	12.5Gb/s/lane x 4 lanes

	11
	FPGA HP I/O
	High performance I/O
	96

	12
	FPGA HD I/O
	High range I/O
	84

	13
	Power supply
	Power input
	+12VDC @ 30Watt

	14
	Size
	Dimension
	80mm x 60mm x 7.1mm

	15
	Mounting holes
	Dimension
	M3 x 4


3.4.2 Functions and characteristics of SoM UltraScale MPSoC PCBA
The below table shows the functions and characteristics of the SoM UltraScale MPSoC PCBA.
Table 3.

SAP BD functions and characteristics based on circuit modular level.

	SN
	Functions
	Characteristics
	I/O
	Whereby

	1
	SDI input interface x4ch GTH0~GTH4 RXD input.
	SMPTE format to raw video data conversion with error detection, format detection, auto-adaptive feature (or configurable) x 4ch. ea. real-time operation with <20 lines latency
	Input: SDI video from external, in SMPTE format


	MPSoC PL side, from SDI equalizer driver.

	2
	Video frame read / write
	Write / read video frames or feature frames to / from DDR4 RAM, write size adaptive features, error detection features, real-time operation with < 1+ frame delay
	Input: frame size / rate, pixel clock, error message, read / write control

Output: status message

I/O data: Raw video data
	In FPGA

	3
	Video frame resizing 
	Resizing part or full image frame to desired size. real-time, latency <1+ frame, 3x3 macroblock bi-linear interpolation or down-sampling.
	Input: source frame start position /size, target frame start position /size. source video data

Output: target video data, error message
	In FPGA,  optional

	4
	Video stitching 
	Stitch front / rear 3 (fused or non-fused) video images into 1 big frame, real-time, latency <1+ frame
	Input: source video ID, command

Output: stitched video frame, video frame size.
	In GPU, optional

	5
	Video fusion, optional
	Fuse daysight camera with corresponding TI camera, real-time, latency <1+ frame
	Input: command, source video IDs, alpha-blending parameters.

Output: output video frame, error message, video frame size.
	In FPGA, optional

	6
	Motion detection 
	To detection the motion using accumulated average background subtraction method. Latency<1s. real-time or not.
	Input: command, video ID, sensitivity, scenario. blocked location. 

Output: motion frame with block on moving targets.
	In GPU, optional

	7
	OSD generate
	To Generate OSD frame as desired. non real-time.
	Input: command, OSD filename.

Output: OSD frame
	FPGA.

	8
	OSD superimpose 
	To superimpose OSD frame onto output video frame, real-time, latency <1frame
	Input: output frame data, OSD frame data, alpha-blending rate.

Output: Final frame data
	FPGA

	9
	Video output
	Convert video to LVDS format and output to LCD
	Input: SDI video input, command, OSD.

Output: LVDS video
	FPGA

	10
	GigE Ethernet TCP/IP management
	To manage the commands on Ethernet, according to RTP protocol
	TBD
	PS

	11
	Video CODEC
	To H.265/H.264 CODEC, MPEG AV CODEC.
	Input: final frame data

Output: H.264/H.265, MPEG
	FPGA/PS , optional

	12
	Command interpretation
	To interpret command from touch screen USB2.0
	Input: command/info from touch screen 
Output: command to CPU 
	PS

	13
	Command interpretation
	To interpret command from Ethernet links 
	Input: command/info from external
Output: command to CPU 
	PS

	14
	Command interpretation
	To interpret command from UART, or extended RS422
	Input: Commands for control

Output: commands to PS RT-MCU
	PS

	15
	Programming diagnosis
	To program / diagnosis / configure
	Input: command, program file, data file from external

Output: to program FPGAs, CPU or update configuration file etc.
	PS/PL

	16
	BIT test
	To conduct BIT test continuously 
	As defined 
	PS

	17
	Power up test
	To conduct power up test
	As defined 
	PS

	18
	System initialization
	To initialize system as default
	As defined 
	PS

	19
	Fault protection
	To protect system from secondary effect damage
	TBD
	PS

	20
	Others
	TBD
	TBD
	PS


3.4.3 Interfaces Definition & control data structure
The interfaces on SoM UltraScale MPSoC PCBA could be categorized as in below table.

Table 4.

SoM UltraScale MPSoC PCBA interfaces.

	SN
	Functions
	Characteristics
	Protocol and data
	Whereby

	1
	Interfaces to external devices out of the VDUB3

	1.1
	SDI input / output interface
	GTH Rx with extended SDI equalizer. Max. 2.97Gbps
	Input: SDI video from external, in SMPTE format
	In PL GTH link Rx/Tx, total 4 channels.

	1.2
	Gigabit Ethernet
	RTP video data 
	Video, commands, information in RTP protocol
	In PS

	
	
	RTP control / information layer
	
	

	
	
	TCP/IP Data / message, data file transfer, program file transfer etc.
	TBD, in TCP/IP protocol for diagnosis / configuration / programming
	

	1.3
	RS422
	External control ports
	Commands, information 
	PS

	1.4
	DIO
	discrete signal
	Switching signals
	PS/PL

	1.5
	USB2.0
	Linux configuration port
	Commands, information in Linux control panel
	PS

	1.6
	USB2.0
	Touch panel interface
	Touch operation from LCD touch panel
	PS

	1.7
	+12VDC power supply
	From power supply PCBA
	12V@30W
	MPSOC and all.


The initial control from the external serial ports / Ethernet commands source is firstly interpreted in the MPSoC PS side, then the command is forwarded to respective functional modules. The relationship between the action and control commands shall be constructed as in figure below.

[image: image5.emf]CMD 1

CMD 2

CMD 3

CMD N

Action 1

Action 2

Action 3

Action N

Sub-Image setting 1

Sub-Image setting 2

Sub-Image setting 3

OSD file XX

To respective

FPGA

To respective

FPGA ARM for

filename


Figure 8.
Control / configuration data relationship diagram
3.5 LCD 
This module is a 7” FHD of 16:9 format amorphous silicon TFT. The pixel format is vertical stripe and sub pixel are arranged as R(red), G(green), B(blue) sequentially. This display is RoHS compliant, COG(chip on glass) technology and LED backlight are applied on this display.

	Item
	Characteristics

	Module dimensions
	178.76(W)mm x 115.0(H)mm x 11.75(D)mm

	LCD Active Area
	155.52(W)mm x 87.48(H)mm

	Pixel Pitch
	0.081(W)mm x 0.081(H)mm

	Resolution
	1920 x 3(RGB)(W) x 1080(H) dots

	Interface
	LVDS

	Touch Panel
	Projected Capacitive type

	Backlight
	3 LEDs Series x 10 Parallel

	Brightness
	600cd/m2, typical

	Contrast Ratio
	800, typical

	Viewing Angle
	85º (R) 85º (L)  85º (U)  85º(D), typical

	
	


3.6 Main PCBA (MAIN_PCBA)
Main PCBA consist of power supply, SDI equalizers, GbE transceiver, and RS422 Transceiver.
3.6.1 Power supply

The power circuit consist of:
· +24VDC vehicle power input circuit inclusive of MIL-STD-1275G surge suppression circuit, MIL-STD-461E EMI/EMC filter. current rating at10A@24VDC.
· +12V@30W power supply to internal use.

· Fuses for protection

· Reverse polarity protection.

3.6.2 Interface

· 4x SDI equalizer
· 1x GbE transceiver

· 1x RS422 Transceiver
3.7 Mechanical Design

3.8 Thermal Design

3.9 System Characteristics

The VDUB3 shall operate in the following main modes:

· Normal operation mode
This main mode is selected for normal operations as default, when the system is properly setup without failure and degradation. Special functions, sub-modes and parameters selectable in other modes and which are not applicable to normal operation mode shall be automatically reset to the default condition or values.

Switching over to another main mode shall be only possible when specific commands are sent from the external device with users’ intervention, or alternatively switches to degraded mode if fault was detected without user's intervention, otherwise the system should be kept in running in normal operating mode. In the background, the Operational Monitoring (OPM) program shall be continuously running to detect the health of the system.

· Degraded (or Emergency) operation mode

This operation mode would be automatically activated if the system detected any fault / degradation from the input or in electronic circuit assembly, or upon intervention from user's request. Under this operation mode, system performs to function
· If the system detected any fault / degradation in the SDI input, alert information shall be sent to the VCU and should display blue screen on LCD, no freeze of past images shall be allowed.
· If the system detected any fault / degradation in the VDU video processing module or on its input, the system displays alert information on LCD if possible, otherwise the LCD should display blue or black screen. No freeze of past images shall be allowed.
· SET UP / Configuration mode (engineering mode 1)
To enter this operating mode, the VDUB3 box shall be connected with special equipment (PCs with configuration software), start this mode with special commands from user interface on the equipment. The mode was performed to setup / configure the VDUB3 units:
· Redefine the image layout for normal operating mode.
· Re-draw the OSD in the engineering field with / without integrated on vehicle.
To exit from the mode, the system need re-boot (with commands or power off-on).

· In-system programming / In-system diagnosis mode (engineering mode 2)
To enter this operating mode, the VDUB3 box shall be connected with special equipment (PCs with programming / diagnosis software), start this mode with special commands from user interface on the equipment. The mode was performed to setup / configure the VDUB3 units:

· Reprogram the system functions for major changes.
· Diagnose the system for testing, monitoring purpose.
To exit from this mode, system need cold start (power off /on).
· TEST functions.
This main mode shall consist of the following sub-modes:

· ORC– Operational Readiness Check, performed during start up.
· FLC – Functional Check, built-in-test running at the background for all modes.
· PFT – Performance Test, performed in engineering mode 2.
· ADJ – Adjustment, performed in engineering mode 1.
3.9.1 System Performance Characteristics

The performance of the VDUB3 is defined with reference to the following functions:

· Storage

· Transport

· Preparation for Operation

· Operation

· Test Features

3.9.2 Storage

The VDUB3 shall be able to be stored under the specified environmental conditions, while protected against adverse weather conditions for one year without maintenance.
3.9.3 Transport

When the VDUB3 is fixed on the base platform such as a vehicle, it shall be transportable together with the vehicle in the infantry battle field.

3.9.4 Preparation for Operation

The preparations include all handling and performance of functions, which are necessary before the VDUB3 can be brought into operation:

· Deployment

· Connecting of cables if any
· Equipment check

· Power-on

· Set-up & configuration
· Performance Test
3.9.5 Task Performance Times

3.9.5.1 Assumptions

The specified task performance times are based on the following assumptions:

· The VDUB3 are properly configured.
· The cables are already connected.
· The users are trained
3.9.5.1.1 Times

3.9.5.1.2 Time bringing into Operation (Default)
· Bringing the VDUB3 box into operation, i.e. from power supply on, electronics preheat phase (if there is or necessary), equipment check, set-up shall be less than 60 seconds.

· No additional calibration is required.
· Ready for operation if there is no warning or alerting message of failure. 
3.9.5.1.3 Time to enter degraded / Emergency mode

· Ready for operation if there is warning or alerting message for detected failure.
· Respond in less than 1 second to activate the functional mode.
3.9.5.1.4 Time bringing into configuration / setup mode (engineering mode 1)
· Bringing the VDUB3 box into configuration / setup mode instructed from the connected configuration equipment, i.e. switched from normal operation mode to configuration / setup mode, in less than 10 seconds.

· User's intervention is required in this operation mode.
Ready for operation if there is no warning or alerting message for detected failure.

3.9.5.1.5 Time bringing into In-system programming/in-system diagnosis (engineering mode 2)

· Bringing the VDUB3 box into operation with connection of programming / diagnosis equipment, i.e. from power supply on, electronics preheat phase (if there is or necessary), equipment check, set-up shall be less than 60 seconds.

· No additional calibration is required.

Ready for operation if there is no warning or alerting message for detected failure.
3.9.6 Operation under normal operation mode
In normal operation mode situation, on the VDUB3, the following functions or activities are executed:

· Power up initialization. System is boot up and would be set to default configuration as programmed in NV memory.
· VDUB3 shall monitor the command input from different devices, includes:
· Command input from each individual Ethernet IP / Ports out of the UIT terminals.
· Command input from VCU RS422.
· Command input from touch panel USB port.
· Commands from diagnosis ports.
· Commands from configuration ports.
· VDUB3 shall respond to generate view / OSD accordingly to commands from the VCU, UIT terminals, or reply to correspond terminal if necessary.
· VDUB3 would enter Programming / diagnosis mode if valid command is received from programming / diagnosis ports.
· VDUB3 shall enter configuration / setup mode if valid command is received from the setup / configuration ports.
· System shall respond to respective terminals as required if invalid commands are received.
· Heart-beating message shall be built in system as required.
· BIT, OPM should be continuously taken place, enter degraded operating mode if non-critical failure was found or enter emergency mode if critical failure was found.
3.9.6.1 General functional flow chart
The operation follow of the VDUB3 is illustrated as in below figure.
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Figure 16. Operational flow of VDUB3
3.9.6.1.1 System power up and initialization
System power up and initialization should be completed in: < 20Sec.
The System power up initialization is done to start the operation of the system hardware and establish external connections with the extended devices / external connections, the functions include:
· FPGA configuration as default from correspondent program flash memory

· CPU core initialization

· OS loading from correspondent flash memory for each ARM core

· Extended device initialization including discrete digital IOs, RS232 / RS422 serial communication ports, SPI / I2C ports, USB ports, ADCs.

· Loading application software from extended application program memory, eMMC.

· Start application software in default setting, to initialize the Ethernet ports.

· Load default communication protocols for Ethernet ports, RS232 / RS422 / SPI / I2C for operation.

· Set the video decoder, video encoder modules as in default setting.

· Start heart beating function for each individual MPSoC.

· Synchronization of system calendar clock.

3.9.6.1.2 System power up test
System power up test should be completed in: < 20Sec.
The System power up test is done to verify the readiness of each individual module and the inter-connectivity between them. The test includes:

· Test on CPU core and its registers and clocks.
· Test on FPGA configuration and clocks.

· Test on system memory, such as DDR4 SDRAM and Flash memory.

· Test on power supply voltage and current loading

· Test on I/O circuit and functions.

· Test on serial communication ports and settings, such as RS232 / RS422 / SPI / I2C.

· Test on video I/O circuit, such as video decoder and encoder, video signals.

· Test on incoming video stream correctness.

· Test on output video Ethernet port and connectivity.

· Generate heart beating for each individual module as required, through digital signal link (in frequency and duty) or serial link (in control information update)

· Update the test result and refresh system status on relevant memory location.

 After power up test the system would enter normal operating mode by default. System is ready for operation hereafter.
3.9.6.1.3 Normal Operation mode Default Setting
VDUB3 would enter normal operating mode by default regardless of the error found during the power start up test. The system shall be able to automatically enter degraded operating mode according to the error found in the normal operating mode.
In default operating setting the functions could be illustrated as in table below.

Table 9.
Normal Operating mode default function setting.
	ID
	Name 
	Default Setting
	Remarks

	1
	Input SDI video setting
	Auto-Detect video format (SMPTE), Auto-configuration for processing. 
	Or pre-fixed format for individual input channels.

	2
	RS422 serial port
	112500bps, 8N1
	

	3
	LCD default screen 
	1080P30/P60
	OSD TBD

	4
	System Heart Beating information 
	TBD
	Format to be defined.


3.9.6.1.4 Control and functions in normal operating mode
In normal operating mode, the VDUB3 functions are controlled through external interfaces.
Table 10.
VDUB3 Control interfaces and functions.

	ID
	Functions under control
	Source of control
	Control message format

	1
	Video display
	Push button, RS422
	VDU send command to VCU via RS422 to change display mode according to push button operation. Protocol is TBD.

	2
	Video OSD 
	Push button, RS422, GbE
	VDU generate and display contents and OSD on LCD according to RS422 /Ethernet command.

	3
	LCD screen tuning
	Push button
	VDU tuning brightness, contrast, colour, and NVG-compatible low-brightness setting according to push button operation.

	4
	Change view, control IR Illuminator, manual NUC
	Push button, RS422, from VCUB3 to cameras
	According to the control protocol provided by the camera supplier, to NUT, access the camera. And IR illumination.

	5
	VDUB3 programming
	From Programming tools, RS232 and Ethernet and JTAG
	According to the requirements, to program the functional FPGA modules, ARM cores and CPUs respectively

	6
	VDUB3 Configuration
	From Configuration Ports on VDUB3, RS232, Ethernet.
	To configure the OSD graphical image, preset of the display layout in item 1, 3.

	7
	VDUB3 diagnosis
	From diagnosis Ports on VDUB3, RS232, Ethernet.
	To diagnosis the VDUB3.
Or through USB2.0.


3.9.6.1.5 VDUB3 Characteristics and functions (normal operating mode)
The VDUB3 box external characteristics and functions could be listed as in table below.
Table 11.
VDUB3 Characteristics and functions
	SN
	Category
	Characteristics
	Remarks

	1
	Physical specifications

	1.1
	Physical Size
	TBD
	

	1.2
	Weight
	TBD
	

	1.3
	Mounting dimension
	TBD
	

	2
	Electrical specifications

	2.1
	Input Vehicle Power supply
	Operating voltage range
	18V ~ 32V
	MIL-STD-1275E

	
	
	Peak Current rating
	<2A for <1sec @ 24VDC
	

	
	
	Continuous current rating
	<1A @ 24VDC
	

	3
	Video IO characteristics

	3.1
	Digital video input x 4 CH.
	Resolution
	SD video, 720x576pixels@25fps
HD video, 1920x1080pixels@30fps
All in SMPTE format
	

	
	
	Data format
	
	

	
	
	Frame Rate
	
	

	3.2
	RTP video stream over IP
	H.264/H.265 RTP, MPEG video streaming x 8
	1920x1080@30fps

MISB0604.3 data

	4
	Control IO interfaces characteristics

	4.1
	Remote VCU control (TBD)
	RS422 (TBD)
	VDU view selection

	4.2
	Panel discrete input
	3.3V/0V switching
	Discrete x 9

	4.3
	Terminal control link
	TCP/IP Ethernet vision control layer
	Protocol TBD

	4.4
	Touch screen
	USB2.0
	interested zone display, object tracking

	5
	Built-in test and failure detection / isolation / location functions

	5.1
	BIT functions
	Power supply malfunction detection.
	BIT test result would be sent to terminals through network and local panel LED would alert. System shall operate appropriately according to the fault detected.

	
	
	System over-heat detection
	

	
	
	Individual module (FPGA modules) malfunction detection
	

	
	
	RAM fault detection
(frame pixels data checksum counter check, ensure no freeze image)
	

	
	
	CPU loading detection
	

	
	
	Network loading detection
 (OSD lamp indicator)
	

	
	
	RS232 / RS422 communication malfunction detection
	

	
	
	Discrete control signal malfunction detection
	

	
	
	Input loss / failure detection
(CD detection, & incoming data inspection for ORC, image clear if loss, or serious error)
	

	
	
	
	

	6
	System programmability, configuration, monitoring

	6.1
	CPU (ARM & DSP cores) program update
	In-system programmable (for application software update only)
	Through Ethernet or RS232

	6.2
	System debugging
	TBD
	

	6.3
	FPGA program update
	In-system programmable
	Interface TBD

	6.4
	System monitoring
	In-system real-time monitoring, BIT test result retrieve (sequential period printf)
	

	6.5
	System fault record
	Non-volatile memory to record the fault found in system, could be retrieved.
	Interface TBD

	6.6
	System configuration
	System clock or features could be configured externally
	Interface TBD

	6.7
	System utilize record
	TBD
	


3.9.6.1.6 Degraded Operating Mode
The system shall enter degraded operating mode if any fault in system or loss of connection with input / output interfaces. 

In this chapter, the degraded mode operating condition and its effects would be defined.
Table 12.
VDU degraded operating mode.
	SN
	Fault condition
	Operating mode
	Effect

	1
	SDI input lost for display output
	degraded mode 1
	-

	2
	SDI backup input lost
	degraded mode 2
	more delays

	3
	Ethernet video stream lost
	Mute mode
	blue screen

	4
	RS422 communication failure
	degraded mode 3
	video maybe incorrect

	5
	CPU fault
	Mute mode
	black screen


3.9.7 Built-in Test

Built-in-Test (BIT) shall be periodically conducted at the background during the system operating after operating modes starts. While the BIT is operating, the system is functioning to detect the fault in system hardware and the connectivity between modules or between VDUB3 and external devices. Tests are also conducted to verify the validity of the incoming / outgoing data / information. The operation of BIT shall not induce any performance degradation to the system. Below table shows the functions and characteristics of BIT.
Table 16.
Built-in Test characteristics and functions
	ID
	Description
	Characteristics & functions
	Remarks

	1
	BIT Characteristics

	1.1
	Conducting Frequency
	> 1 time every second
	

	1.2
	Testing coverage
	> 85% of the hardware modules performance in major functions and settings
	

	1.3
	Loading to CPU and system
	Shall not affect the functional operation
	Put second priority 

	1.4
	Respond time
	Able to find the fault within 5 seconds when occurred
	

	2
	SDI input / output

	2.1
	SDI equalizer failure
	Defects on video I/O interface 
	Error code TBD, LED alert, information alert, degraded operating mode activation.

	3
	FPGA video processing modules

	3.1
	Power supplies fault
	Power loss, power error
	

	3.2
	FPGA functional error
	???
	

	3.3
	FPGA and/or data memory error
	Memory access error or data readiness / integrity check
	

	3.4
	FPGA over temperature
	Sense the temperature on each individual FPGA chip and set threshold for fault.
	

	3.5
	FPGA input data integrity check
	Check the incoming data integrity / format
	

	3.6
	Serial comm. connectivity check
	Check the connectivity on GTP and parallel ports
	

	4
	ARM core and extended IOs 

	4.1
	ARM core function registers
	Check the major registers
	

	4.2
	ARM core loading check
	Check the CPU loading
	

	4.3
	ARM CPU RAM occupation 
	Check the used program / data / system RAM memory
	

	4.4
	Ethernet network performance 
	Check the data transmission failure rate, actual data rate and network setting
	

	4.5
	USB port check
	Check the setting and performance, data integrity and connectivity of the USB port
	

	4.6
	UART check
	Check the setting, data integrity and connectivity of UARTs
	

	4.7
	RS232, RS422 connectivity
	Check the connectivity, status of the RS232, RS422 driver.
	

	4.8
	I2C/SPI performance
	Check the connectivity, status and data integrity of the ports
	

	4.9
	SD card and interface 
	Check the performance, data integrity on SD card
	

	4.10
	Digital control signal validity
	Check the validity of control signals
	

	5
	Ethernet links

	5.1
	Ethernet Connectivity
	Check the connectivity of the Ethernet links
	

	5.2
	Ethernet BER
	Bit error rate on incoming data
	

	5.3
	Validity of incoming commands
	Check the validity of incoming commands, data readiness check
	

	6
	System power supply

	6.1
	System power loading current
	Sense the current of supplies
	

	6.2
	System power voltage
	Sense the voltage of supplies
	


3.9.8 Protection against secondary effect of initial cause
Protection hardware or software controlled functions must be built to prevent the system being damaged as secondary effect of the initial inadvertent cause, such as unexpected surges or out-of-specification in voltage or current on input / output links.
Table 17.

Protection features on VDUB3
	ID
	Description
	Compliance
	Remarks

	1
	Protection on +24V vehicle power input

	1.1
	Surge and Spike protection
	MIL-STD-1275D
	

	1.2
	Over voltage protection
	
	

	1.3
	Over-current (input) protection
	Fuse, circuit breaker
	

	1.4
	Over loading current protection 
	Fuse
	

	1.5
	Over temperature protection
	
	

	1.6
	Output short circuit protection
	Complied
	

	1.7
	Reverse polarity protection 
	Complied
	

	2
	Video IO link protection

	2.1
	ESD protection on video input link
	>8000V ESD Human body model
	

	2.2
	Short circuit protection
	Complied
	

	2.3
	Reverse polarity protection
	No damage
	

	3
	GigE Vision Ethernet Link

	3.1
	ESD protection on Ethernet link
	>8000V ESD Human body model
	

	3.2
	Short circuit protection
	Complied
	

	4
	Other IO ports

	4.1
	All other IO ports such as Ethernet, discrete control signals, RS232, RS422 links shall be protected against ESD
	>8000V ESD Human body model
	

	4.2
	All other IO ports such as Ethernet, discrete control signals, RS232, RS422 links shall be protected against short circuit connection
	Complied
	

	4.3
	All other IO ports such as Ethernet, discrete control signals, RS232, RS422 links shall be protected against reverse polarity connection
	Complied
	

	5
	Protection Critical fault detected

	5.1
	One or multiple FPGA over temperature
	Stop the function on fault chip
	And record error before system halt

	5.2
	Over current sensed on FPGA power
	Stop operation
	

	5.3
	FPGA programming error
	User stops operation
	Record error and report

	5.4
	DDR4 SDRAM fault
	Stop operation
	Record error and report

	..
	...................
	.....................
	................

	
	
	
	

	
	
	
	


3.10 System operating status information recording and time synchronization

System operating status shall be recorded based on the synchronized system clock.

The system calendar clock shall be synchronized when system start if the connection between VDUB3 and any one of the UIT terminals could be established, based on a request send from VDUB3 when it is powered up. If the connection could not be setup within 10 seconds, the system shall take default calendar time for recording. The information is record for utilize tracing and trouble-shooting purpose. The engineer could also evaluate the reliability of the system. 

Table 18.
System information historical records

	ID
	Description
	Characteristics
	Remarks

	1
	System Total Operating time
	Accuracy to 1 minute for each time when system is on.
	

	2
	System total power on/off times
	<+/- 1 time
	

	3
	System error record
	Time stapled error record when the error code is changed
	Every time upon power up

	4
	System operational history
	Optional based on setting
	System IO, user input, commands input.

	5
	Maximum records of error
	> 10k
	

	6
	History records maximum number
	>10k
	


3.10.1.1 Functional Check / Failure Detection and Isolation (offline)
The Functional Check shall be used for the complete test of all functions of the VDUB3, including those test items that could not be performed by BIT. It is carried out in less than 120 minutes. During the Functional check, the VDUB3 functions are allowed to be interrupted. The Functional Check is started by the commands from system CPU with aid of the external test simulators or equipment. For some tests the operator takes an active part in the functional check by performing steps manually. 

Failure Isolation is part of the functional check. It identifies the defective LRUs for replacement.

The Performance Test is used for preventive maintenance or design acceptance test. The Performance Test checks the performance data of functions which cannot be detected by the functional checks. The Performance Test procedure indicates to the specialist what steps are to be taken if the measured values lie outside specified limits.

For some Performance Tests special measuring equipment is used. During the Performance Test the tactical operation is interrupted.

The performance test shall include the test on:

· System responding time measurement

· CPU performance measurement

· External IO connection performance test

· Others if any
3.11 Interface Requirements

The main interfaces of the VDUB3 unit shall be defined in the document VDUB3-ICD-xx. The interfaces will consist of:

· Mechanical interface between the VDUB3 box and vehicle platform.

· Electrical interface between in-vehicle electronic devices and VDUB3 box.
· Electrical interface between VDUB3 box and testing / diagnosis / programming equipment.
3.11.1 The requirements of mechanical interface of VDUB3 box
The VDUB3 shall be installed on the vehicle platform with 4 screws mounting. The design of the VDUB3 mounting interface shall be compatible with MIL-STD-810. Additional earthling stripe shall be built on mounting interface for earthling purpose.
3.11.2 Electrical interface between vehicle electronic devices and VDUB3 box
VDUB3 external electrical interface shall be used for connection between the VDUB3 and vehicle electronic devices. The design / fabrication of the interfaces shall comply to the environmental condition (MIL-STD-810) and electro-magnetic requirements (MIL-STD-461E), based on the compliance with the electronic transmission requirements for each individual signal path. 
3.11.3 System testing / diagnosis / programming
The VDUB3 should be design with the In-Field-Program feature (IFP).

3.11.4 Program interface
In-Field-Program interfaces are implemented with programming ports such as JTAG / RS232 / Ethernet /USB. The function can be started only when the valid special program device is connected. It is option that if the interface can have the feature to debug the system real time. Program interface normally is offline link.

3.11.5 Testing / Diagnosis interface

This interface is implemented with ports such as JTAG / RS232 / Ethernet. The function can be started only when the valid special program device is connected. It is option that if the interface can have the feature to debug the system real time. Testing / diagnosis interface normally is offline link.
Annex SSRS-Vision
	S/N
	DESCRIPTION
	STATUS
	VERIFICATION METHOD
	VERIFICATION DOCUMENT

	1
	STATES & MODES REQUIREMENTS
	 
	 
	 

	1.1
	Configuration
	 
	 
	 

	1.1.1
	DAY DRIVING MODE: Rear view of the vehicle will show on the VDU
NIGHT DRIVING MODE: Driver can pull down the VDU and switch to TI mode, where the video feed from the front TI will be shown on the VDU. The driver may choose to turn off the IR illuminator during tactical operations
REVERSE MODE: VDU will automatically switch to show video feed from the rear far camera (default) or rear near camera
	 
	Test (T)
	Acceptance Test Plan (ATP)
Acceptance Test Report (ATR)

	1.2
	Operational State (vehicle power on)
	 
	 
	 

	1.2.1
	The Video Display Unit (VCU) and Vehicle Display Unit (VDU) shall turn on when the vehicle is powered on. 
The VCU shall supply 12VDC power to the cameras, which shall also turn on. 
The VCU shall receive SDI video from the cameras and weapon video system and process the video signals and overlay any necessary on-screen display (OSD) information. The VCU shall then output the resultant video signal in HD-SDI format to the VDU and to the C2 computer systems. 
The IR illuminator shall be controlled by function buttons on the VDU. 
	 
	Test (T)
	Acceptance Test Plan (ATP)
Acceptance Test Report (ATR)

	1.2.2
	The Vision System shall provide capacities such as night driving, situational awareness of the external environment and weapon vision to the driver and crew stations
	 
	Test (T)
	Acceptance Test Plan (ATP)
Acceptance Test Report (ATR)

	2
	FUNCTIONAL & PERFORMANCE REQUIREMENTS
	 
	 
	 

	2.1
	The vision system shall automatically turn on when the vehicle is powered
	 
	Test (T)
	Acceptance Test Plan (ATP)
Acceptance Test Report (ATR)

	2.2
	Common video connector type and pin configuration shall be adopted to enable a common video data connection
	 
	Inspection (I)
	Certificate of Conformance

	2.3
	The latency incurred for video processing, formatting and distribution shall not affect real time driving and weapon engagement performance (<150ms total) 
	 
	Test (T)
	Acceptance Test Plan (ATP)
Acceptance Test Report (ATR)

	2.4
	For the VCU requirements, please refer to the "VCU" tab
	 
	 
	 

	2.5
	For the VDU requirements, please refer to the "VDU" tab
	 
	 
	 

	2.6
	For the TI requirements, please refer to the "TI" tab
	 
	 
	 

	2.7
	For day cameras requirements, please refer to the "Day Cameras" tab
	 
	 
	 

	2.8
	For the IR illuminator requirements, please refer to the "IR Illuminator" tab
	 
	 
	 

	3
	EXTERNAL INTERFACE REQUIREMENTS
	 
	 
	 

	3.1
	Mechanical
	 
	 
	 

	3.1.1
	The vision system components housed within the vehicle (VDU and VCU) shall have an IP rating of IP65 minimum. 
The vision system components mounted on the exterior of the vehicle (TI, rear cameras, and IR illuminator) shall meet IP66 minimum. 
	 
	Test (T)
	MIL-STD 810G Test report

	3.2
	Electrical
	 
	 
	 

	3.2.1
	The Vision System components shall be fully functional within the operational limits of MIL-STD 1275E 
	 
	Test (T)
	MIL-STD 1275E test report

	3.2.2
	The Vision System components shall have built-in protection against reverse polarity
	 
	Test (T)
	ATP test report

	3.2.3
	All harnesses shall be of rugged construction and the wire terminations are to be made of high quality connectors with excellent resistance to damage from maintenance activity
	 
	Inspection (I)
	Certificate of Conformance

	3.2.4
	Video output connector on the VCU shall conform to the Def-Stan 23-09 Ethernet Data Network Connector standardisation:
Single channel Ethernet connectors at interface panel shall be of type MIL-DTL-38999 Series III Rev L Amdt 1(07/2009), D38999/XXαB35SA
	 
	Inspection (I)
	Certificate of Conformance

	3.2.5
	All SDI video signal contacts shall use coaxial contacts. All HD-SDI contacts shall be size 12, using 603039 and 603052 for coaxial pins and sockets respectively. 
	 
	Inspection (I)
	Certificate of Conformance

	3.3
	Hydraulic
	 
	 
	 

	3.3.1
	Not applicable
	 
	 
	 

	3.4
	Software
	 
	 
	 

	3.4.1
	The software shall be compliant to MIL-STD 882E
	 
	Test (T)
	SWAT  test report
White box  test report
Black box  test report

	3.4.2
	Any customization to the existing Off-the-shelf system to meet STELS requirements is preferred not to have any change to the system’s original software code. Change of parameters is allowable.
	 
	Test (T)
	 

	4
	ENVIRONMENTAL REQUIREMENTS
	 
	 
	 

	4.1
	All tests shall meet EQT and ESS requirements
	 
	Test (T)
	MIL-STD 810G Test report

	4.1.1
	
Refer to the following documents





	 
	 
	 

	5
	EMI & EMC and POWER REQUIREMENTS
	 
	 
	 

	5.1
	Contractor shall fulfill the Ebox meet the MIL-STD-461F
	 
	 
	 

	5.2
	
Refer to EMI EMC requirements documents





	 
	Test (T)
	MIL-STD 461F Test report

	5.3
	Contractor shall fulfill the Ebox meet the MIL-STD-1275E
	 
	 
	 

	5.4
	
Refer to Power requirements documents





	 
	 
	 

	6
	PHYSICAL REQUIREMENTS
	 
	 
	 

	6.1
	Hardware dimension(s)
	 
	 
	 

	6.1.1
	Refer to each component's tab for its specifications
	 
	Inspection(I)
	Certificate of Conformance

	6.2
	Hardware Weight(s)
	 
	 
	 

	6.2.1
	Refer to each component's tab for its specifications
	 
	Inspection(I)
	Certificate of Conformance

	6.3
	Paint
	 
	 
	 

	6.3.1
	The components, which require painting, shall be prepared and painted in accordance with ME-TG-2020-004
	 
	Inspection(I)
	Certificate of Conformance

	6.3.2
	The painting shall be done using heat resistant and fire retardant type paint.
	 
	Inspection(I)
	Certificate of Conformance

	6.3.3
	All slding parts and operation contact surfaces shall be free of paint.
	 
	Inspection(I)
	Certificate of Conformance

	6.3.4
	The quality of the painting work shall meet the military or industrial requirements in terms of thickness, homogeneity and adhesiveness.
	 
	Inspection(I)
	Certificate of Conformance

	7
	RESOURCE
	 
	 
	 

	7.1
	The Vision System Components shall meet IPC 610 and IPC 620 Class 3 product acceptance criteria
	 
	Inspection(I)
	Certificate of Conformance

	8
	SAFETY REQUIREMENTS
	 
	 
	 

	8.1
	All material used in the construction of the Vision System Components shall be fire retardant
	 
	Inspection(I)
	Certificate of Conformance

	9
	SYSTEM SECURITY
	 
	 
	 

	9.1
	Refer to cybersecurity documents (Pending for Attachment)

Conformance to ISO 28000

	 
	 
	 

	10
	RELIABILITY REQUIREMENTS
	 
	 
	 

	10
	RELIABILITY & MAINTAINABILITY REQUIREMENTS
	 
	 
	 

	10.1
	
Refer to R&M documents





	 
	 
	 

	10.2
	Minimum Guaranteed MKBF/MTBF of 

Refer to MTBF figures on individual tabs
	 
	 
	 

	11
	ILS REQUIREMENTS
	 
	 
	 

	11.1
	
Refer to ILS documents






	 
	 
	 

	12
	TRANSPORTABILITY
	 
	 
	 

	12.1
	Refer to Supplier Quality Requirement document on Other Qualities (No 13.1)




	 
	 
	 

	12.2
	Refer to ILS Requirement document on ILS Requirements (No 11.1)
	 
	 
	 

	12.2
	Refer to ILS document
	 
	 
	 

	13
	OTHER QUALITIES
	 
	 
	 

	13.1
	
Refer to Supplier Quality Requirement document






	 
	 
	 

	13.2
	The contractor shall provide a 12 months warrany against manufacturer defeats and workmanshop with the option of 2 yeas extension.
	 
	 
	 

	13.3
	The contractor shall provide a Certificate of Conformance(COC) and test reports.
	 
	 
	 

	13.4
	Unless otherwise specified in the contract/purchasing order or applicable
drawing, the workmanship and acceptance requirements for the manufacturing
of Printed Circuit Board (“PCB”) shall conform to the requirements specified in
IPC-A-600, Class 3 product acceptance criteria. 
	 
	 
	 

	13.5
	Unless otherwise specified in the contract / purchasing order or applicable
drawing, the workmanship and acceptance requirements for the manufacturing
of electrical and electronic assemblies shall conform to the requirements
specified in IPC-A-610, Class 3 product acceptance criteria.
	 
	 
	 

	13.6
	Unless otherwise specified in the contract/purchasing order or applicable
drawing, the workmanship and acceptance requirements for the manufacturing
of cable and wire harness assemblies shall conform to the requirements in
IPC/WHMA-A-620, Class 3 product acceptance criteria
	 
	 
	 

	14
	Export Control
	 
	 
	 

	14.1
	Supplier should indicate if Export Control (EUC / EUS) is required
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